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PP  RUEHBC  RUEHDE  RUEHDIR  RUEHKUK  RUEHTRO 
DE  RUEHRL  #1297/01  2921550 
ZNY  SSSSS  ZZH 
P 191550Z  OCT  09 
FM  AMEMBASSY  BERLIN 

TO  RUEHC/SECSTATE  WASHDC  PRIORITY  5513 
INFO  RUCNFRG / FRG  COLLECTIVE 
RUCNIRA/ IRAN  COLLECTIVE 
RUEHGG/UN  SECURITY  COUNCIL  COLLECTIVE 
RUEHII /VIENNA  IAEA  POSTS  COLLECTIVE 
RUEHAD /AMEMBASSY  ABU  DHABI  0185 
RUEHBJ /AMEMBASSY  BEIJING  1041 
RUEHLO /AMEMBASSY  LONDON  0354 
RUEHDE /AMCONSUL  DUBAI  0113 
RUEHRL /USDAO  BERLIN  GE 
RUEHBS/USEU  BRUSSELS 
RHEHAAA/ WHITE  HOUSE  WASHINGTON  DC 
RUEKJCS/ SECDEF  WASHINGTON  DC 
RUCXONI / ONI  WASHINGTON  DC 
RHEHNSC/NSC  WASHINGTON  DC 
RUETIAA/NSACSS  FORT  GEORGE  G MEADE  MD 
RUEHDIR/ IRAN  RPO  DUBAI 
RUEKJCS /JOINT  STAFF  WASHINGTON  DC 
RHMFISS/HQ  USCENTCOM  MACDILL  AFB  FL 
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SIPDIS 

STATE  FOR  EUR/CE  PETER  SCHROEDER  STATE  FOR  EUR/PRA  MATT  HARDIMAN  STATE  FOR  EUR/CE,  EUR/PRA,  ISN/CPI,  AND  T E.O.  12958:  DECL:  10/19/2034 
TAGS:  PARM  PREL  MNUC  IR  AE  UK  CH  GM 

SUBJECT:  (S)  GERMANY  PLANNING  TO  RECALL  COMPUTERS  CONNECTED  WITH  IRAN'S  NUCLEAR  PROGRAM  REF:  A.  BERLIN  487  B.  BERLIN  406  C.  STATE  31434  BERLIN 
Classified  By:  Global  Affairs  Unit  Chief  Don  L.  Brown  for  reasons  1.4  (b)  and  (d). 

f.  1 . (S//NF)  SUMMARY:  After  they  confirm  the  place  of  origin,  Germany  is  planning  to  take  back  over  one  hundred  boxes  of  Siemens  industrial  comf 
AFTER  SIX  MONTHS,  THE  UAE  FINALLY  INSPECTS  THE  COMPUTERS  

T2 . (S//NF)  On  October  13,  EconOff  met  with  MFA  Export  Control  Desk  Officer,  Nancy  Reck,  and  received  the  latest  situation  report  on  the  above 
RECALL  THE  COMPUTERS  TO  GERMANY  AND  PAY  BACK  THE  CHINESE 

f3 . (S//NF)  If  the  computers  turn  out  to  be  of  German  origin,  Reck  said  German  authorities  will  instruct  Siemens  to  pay  back  the  Chinese  buyer 
SIEMENS  NEEDS  TO  BE  MORE  CAREFUL  ABOUT  WHOM  THEY  SELL  TO 

f4 . (S//NF)  Reck  emphasized  that  these  computers  are  not  listed  or  controlled  exports  and  that  Siemens  technically  did  nothing  wrong  by  exporti 
COMMENT  

J5 . (S//NF)  While  Reck  kept  referring  to  the  origin  of  the  Siemens  computers  as  "still  in  question",  she  gave  us  the  distinct  impression  the  cc 
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After  they  confirm  the  place  of  origin,  Germany  is  planning  to  take  back  over  one  hundred  boxes  of  Siemens  industrial  computers /equipment  that 


